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r I Yhe larger contours of new privacy
laws may seem intuitively familiar
in Arkansas, where the courts have

expressly recognized a common law right

to privacy since 1962." But the explosion
of technologies that capture, hold, and
distribute massive amounts of personal data
has resulted in these larger contours giving
way to statutory particulars. The two most
significant pieces of civil law that dramati-
cally changed the privacy-law landscape in

2018 are the European Union’s General

Data Protection Regulation (the “GDPR”),

which became enforceable on May 25, and

the California Consumer Privacy Act of

2018 (the “CCPA”),? which Governor Jerry

Brown signed into law on June 28. Although

the CCPA will not become effective until

January 1, 2020, it appears likely to impact

directly thousands of Arkansas businesses

(with the added kick that it provides for a

private right of action, albeit qualified). The

CCPA has already added momentum to the

growing demand for federal data privacy

legislation, in part, to reduce the risk that

50 states different privacy laws will bog

down commerce. Congress has begun hold-

ing hearings to consider what shape federal
consumer privacy laws might take.
Dismissing the GDPR or the CCPA
as inapplicable to most Arkansans and
therefore irrelevant carries a cost. Both the
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GDPR and the CCPA (as well as most other
privacy laws) impose obligations regarding
how businesses handle information about
people—obligations that are similar, if not
identical, to each other—and that in some
form may be incorporated in federal privacy
legislation.?

Making changes to any business process
or a data system is rarely simple. Trying to
implement a whole suite of changes at one
time to comply with new legislation can be
disruptive and costly. Because businesses
usually make small changes to their opera-
tions and computer systems on an on-going
basis, by having a rough sense of California’s
new law, Arkansas businesses can begin now
to implement incremental changes that will
get them closer to compliance with which-
ever privacy law particulars eventually come
to govern them. In addition, as noted in one
recent study, many companies are embrac-
ing privacy legislation “as an opportunity to
improve privacy, security, data management
or as catalyst for new business models, rather
than simply a compliance issue or impedi-
ment.”

The CCPA appears poised to apply to
thousands of Arkansas businesses.

The CCPA is also a useful subject of
study because it appears likely to apply to
thousands of businesses in Arkansas. The
CCPA will become enforceable sometime
next year.” The CCPA will apply to for-profit
legal entities that collect California consum-
ers’ personal information, that do business
in California, and that either (a) have more
than $25 million in annual gross revenue, (b)
buy, receive, or share the personal informa-
tion of 50,000 or more “consumers, house-
holds, or devices,” or (c) derive 50 percent
or more of their annual revenues from selling
consumers’ information.® By one analysis,”
more than 10,000 Arkansas businesses meet
the first threshold (i.e., they have more than
$25 million in annual gross revenue). Given
the nature of modern interstate commerce, it
is no great stretch to conclude that thousands
of those Arkansas businesses do enough busi-
ness in California to come within the reach
of California’s long-arm jurisdiction. Larger
Arkansas businesses that process consumers’
personal information therefore have par-
ticular reason to become familiar with the
CCPA.

In addition, the CCPA’s definition of

“personal information” is notably broad and

includes information “capable of being as-
sociated with, or [which] could reasonably
be linked, even indirectly,” with a particular
consumer or household.® Identifying infor-
mation includes obvious identifiers such as
a natural person’s name, address, email ad-
dress, social security number, or driver’s li-
cense number, but also includes information
captured automatically by many website
management tools, such as an advertising
identifier, Internet Protocol address, or simi-
lar identifiers. Thus, if an Arkansas company
hosts a website that performs basic tracking
functions (logs an IP address and online ad-
vertising identifiers), there is risk that the
CCPA will apply. If an Arkansas business’s
website merely receives these personal iden-
tifiers for 50,000 or more Californians (or
California households), it should look close-
ly at the CCPA?

What sorts of obligations does the CCPA
impose?

The CCPA, a brand-new statute, hurriedly
written,'” with more than 10,000 words and
still-unwritten regulations, is not susceptible
to a complete analysis in this article. But, by
getting a sense of the CCPA’s broader out-
lines, Arkansans can better understand these
areas of current legislative concern and begin
to adapt their business processes with the ex-
pectation that similar obligations are likely to
come along soon.

Among other things, the CCPA provides
California consumers with (1) the right to
know what types of data a business has about
an individual and the sources of that infor-
mation; (2) the right to know what a busi-
ness does with the data, including sharing it
with, or selling it to, third parties;'' (3) some
right to deletion; (4) the right to opt out of
the sale of personal information; (5) the right
to know, at or before collection, the catego-
ries of information that will be collected and
the purposes for which the information will
be used; and (6) a prohibition against dis-
criminating against consumers who exercise

rights under the CCPA.

Some implications of these obligations.
Several of these obligations require busi-
nesses to track, and in some cases create, data
that they never have before. For example,
consider an Arkansas-based food company
that periodically offers recipes and discounts
to customers on its mailing list. These cus-
tomers may have subscribed to the mailing

“People, generally speaking,
do not like being forced to do
things, and the story of busi-
nesses chafing at any govern-
ment regulation is as old as
government regulation itself.
Arkansas businesses can wait
until they come under the ju-
risdiction of the CCPA, the
GDPR, or some future federal
legislation, and they can make
only those changes they are
forced to make.

Or Arkansas businesses can
adopt a different attitude—
an attitude expressed by one
writer as the Golden Rule
of Privacy: ‘that companies
should put the interests of the
people whom data is about
ahead of their own.”

list from the company’s own website or the
company may have bought the names and
email addresses from an affiliated company
that had gotten fine-print permission to
share the data. In the past, the food company
may not have cared where it got the names
on its subscription list. Going forward, its
databases will need to track the source of the
information so the company can respond to
requests from California consumers. In like
manner, if the food company shares this
information with others, the company will
need to track at least the categories of third
parties with whom it does so.

Many companies are treating these legis-
latively imposed changes as opportunities
to improve the efficiency of their informa-
tion-processing operations. For example,
the CCPA requires a business to disclose
the business purpose for collecting personal
information. A business may find, on reflec-
tion, that it no longer has a good business
purpose for collecting or retaining certain
data. It may choose to cease doing so and
thereby save storage and processing resources
and reduce its potential data-liability foot-
print.
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In the same way, the CCPA’s transparency
and notice obligations create an opportuni-
ty to earn points with customers who have
grown suspicious of data gathering in the
face of public scandals involving data-pro-
cessing and profiteering techniques. Opaque
or vague disclosures can be replaced by sim-
ple and clear versions that engender trust.

Responding to consumers’ requests.

Among other things, a California con-
sumer is entitled to know what specific in-
formation a business has collected about
that consumer and to request its deletion. A
business must respond within 45 days of a
“verifiable consumer request.” The Califor-
nia Actorney General has not yet issued regu-
lations regarding how a business might verify
a request or document its response, but the
GDPR imposes analogous obligations, and it
should therefore come as no surprise if future
federal legislation imposes a similar duty.

In addition, the CCPA gives consum-
ers the right to opt out of the sale of their
information before a business sells it, and a
business that collects information from con-
sumers between the ages of 13 and 16 must
obtain from a parent or guardian an affirma-
tive opt-in before selling that information.

As Arkansas businesses make on-going
changes to their data-processing systems,
they should consider planning mechanisms
to implement a wide range of granular data-
handling requests from consumers and regu-
lators and to document their responses to
those requests.

Private right of action.

The most-distinguishing feature of the
CCPA is its qualified private right of action.
The CCPA provides that a consumer whose
nonencrypted or nonredacted personal in-
formation is subject to an unauthorized ac-
cess and exfiltration, theft, or disclosure as a
result of a failure to implement and maintain
“reasonable security procedures and practices
appropriate to the nature of the information”
may institute a civil action for damages of
not less than $100 and not more than $750
per consumer per incident or actual damag-
es, whichever is greater, or injunctive relief.
To pursue statutory damages, the consumer
must first give a business 30-days written no-
tice of the alleged violation, and, if the busi-
ness “actually cures” the violation, no action
may be initiated. There is no notice require-
ment, however, for a California consumer to
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pursue an action for actual pecuniary dam-
ages.

An Arkansas business serving Californians
can therefore protect itself from the risk of
a private civil judgment by encrypting or
redacting personal information and imple-
menting reasonable security procedures and
practices. Practices such as these should al-
ready be commonplace, of course, even with-
out the threat of a lawsuit from a consumer
in California.

Conclusion.

People, generally speaking, do not like
being forced to do things, and the story of
businesses chafing at any government regula-
tion is as old as government regulation itself.
Arkansas businesses can wait until they come
under the jurisdiction of the CCPA, the
GDPR, or some future federal legislation,
and they can make only those changes they
are forced to make.

Or Arkansas businesses can adopt a differ-
ent attitude—an attitude expressed by one
writer as the Golden Rule of Privacy: “that
companies should put the interests of the
people whom data is about ahead of their
own.”? This approach regards the relation-
ship between business and consumer as one
of trust where companies holding data do so
as “good stewards.” Such a lodestar simpli-
fies organizational governance and enables
a company to express itself with clarity and
congruence throughout—from its public
notices to its computer code.

Dismissing others’ concerns about privacy
may further erode trust, and, in the not-too-
distant future, result in potendially signifi-

cant liability.
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